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Abstract: 

Data recovery is a major p roblem in information technology platforms. This problem is more crucial in cloud computing, because 

Cloud Service Providers (CSPs) have to provide the services to their customers even if the data center is down, due to any na tural 

calamity. In the past few years, researchers have shown interest to data recovery in cloud computing, and a considerable amount 

of literature survey has been published in this area. However, to the best of our knowledge, there is a lack of precise surve y for 

detailed analysis of cloud-based data recovery. To fill this gap, this paper provides a survey of data recovery and security concept 

in the cloud environments. We present different backup recovery techniques and security algorithm.  
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I.           INTRODUCTION 

 

Cloud Computing is a computing technology that is based on 

Internet. It involves sharing of resources in spite of having 

own local storage and devices to handle different services. 

Cloud Computing has become a vast technology that surpasses 

all the other older computing technologies (Grid Computing). 

Cloud Computing provides Supercomputing and high 

performance computing power to its clients at a very  low cost. 

Cloud computing involves networks of a large groups of 

servers that are typically  running a low-cost consumer PC 

technology along with specialized connections that spread 

data-processing storage across them. This shared Cloud 

infrastructure contains large pools of systems which are linked 

together.  

 

These virtualized pools are used to maximize the power of 

cloud computing and data is stored in the form of v irtualized 

pools. As Cloud Computing involves sharing of computing 

resources there are large number of users that share 

the same storage and other computing resources.  

 

Therefore there is a strong need for a mechanis m to prevent 

other users to access your important and useful data either 

intentionally or accidentally also if it happens that some other 

user on the cloud access your data and makes some 

modification or any deletion then it must be recoverable to its 

original state in an  efficient way. Also the stored data is at 

danger due to any natural calamities such as any Flood,  

Fire etc.  

 

Data integrity is another issue while recovering lost data. This 

system can work in fo llowing manner; it  allows users to stores 

and collect their data files onto the main cloud server. As soon 

as the data files get encrypted using AES algorithm. In case of 

file delet ion system helps user to recover that files.  

 

II. LITERATURE S URVEY 

 

In literature survey the recent back-up and recovery 

techniques that have been developed in cloud computing 

domain  such as PCS (Parity Cloud Service) [1], HSDRT 

(High Speed Data Rate Transfer) [2], Linux Box [3], ERGOT 

(Efficient Routing Grounded on Taxonomy) [4] backup 

approach etc. Detail reviews convey that none of these 

techniques are able to provide best performances under all 

uncontrolled circumstances for example security, cost, 

redundancy and recovery low implementation complexity  in  

short span of time.  But we consider performance of PCS it is 

comparatively stable, simple, easy to use and more convenient 

for data recovery totally based on parity recovery service. [1] 

It can recover data with very high probability. 

 

 For data recovery, it generates a virtual disk in user system 

for data backup, make parity groups across virtual disk, and 

store parity data of parity groups in cloud. However, it is 

unable to control the implementation complexities.   

 

On the other side, HSDRT [2] method ensures as a 

powerful technique for the movable clients such as laptop, 

smart devices, palmtops etc. However it is not economical for 

the implementation of the recovery and also unable to control 

the data replication. 

 

We also observed that Linux Box model is having very 

simple concept of data back-up and recovery with very low 

cost. But in this model protection level is very low. The 

limitat ion we found that a consumer can backup not only the 

Data but Sync the entire Virtual Machine[3] which somehow 

waste the bandwidth because every time when backup takes 

place it will do back-up of entire v irtual machine. 

 

Moreover, Efficient Routing Grounded on Taxonomy  

 (ERGOT) [4] features the semantic analysis and fails to focus 

on time constraints and implementation complexity. It is a 

Semantic-based System which helps for Service Discovery in 

cloud computing. ERGOT is built  upon 3 components viz.  

 

1) A DHT (Distributed Hash Table) protocol  

 

2) A SON (Semantic Overlay Network),  

 

3) A measure of semantic similarity among service 

description.   
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Table No.1. Comparison between various cloud data backup techniques [5]  

 

III. PROPOS ED SYS TEM 

 

A. System Architecture  

 
Figure.1. S ystem Architecture 

 

Figure 1 shows that the overall arch itecture of our system. In  

this system user can registered their account. After login in to 

the system user can upload their data on to the cloud server as 

well as system creates back up of that data on to the main  

cloud server by using SEED Block Algorithm. Also user’s 

data should get encrypted using AES algorithm. At the time of 

users files get deleted then user easily restored their files from 

main cloud server.  

 

B. Outline of System 

• User upload data 

Users can stores their data files onto the main cloud. 

 

• Encryption 

Data gets encrypted using AES encryption algorithm at the 

time of up loading. 

 

• Data Recovery  

If any situation data gets destroyed then its backup will be 

present on main cloud using SBA algorithm.  

 

IV. METHODOLOGY 

A) Advance Encryption Standard Algorithm: 

The more popular and widely adopted symmetric encryption 

likely to be encountered nowadays is the Advanced 

Encryption Standard (AES). It is found at least six time faster 

than triple DES. AES is a symmetric b lock cipher. This means 

that it uses the same key for both encryption and decryption. 

However, AES is quite d ifferent from DES in  a number of 

ways. The block and key can in fact be chosen independently 

from 128, 160, 192, 224, 256 bits and. However, the AES 

standard states that the algorithm can only accept a block size 

of 128 bits and a choice of three keys - 128, 192, 256 bits. 

Depending on which  version is used, the name of the standard 

is modified to AES-128, AES-192 or AES-256 respectively. A 

number of AES parameters depend on the key length. For 

example, if the key size used is 128 then the number of rounds 

is 10 whereas it  is 12 and 14 for 192 and 256 bits respectively. 

[6] In this system file gets encrypted after the first stage by 

Advance Encryption Standard (AES) algorithm. After 

encrypting the file we will be applying Seed Block Algorithm 

(SBA) in  the next  phase of the process. This algorithm will be 

used to create a back-up file on the remote server.  

 

B) Seed Block Algorithm(SBA): 

This algorithm focuses on simplicity of the back-up and 

recovery process. It basically uses the concept of Exclusive-

OR (XOR) operation of the computing world. The seed which 

is generated by this process is unique for each client. 

Whenever client creates the file in cloud first time, it is stored 

at the main cloud and gets encrypted using AES [7]. After that 

the main file of client is being EXOR-ed with the Seed Block 

of the particular client. In this manner a back-up file for the 

main file  is created by the server and the back-up file is stores 

at the back-up cloud which  is at remote location. [8] 

Unfortunately if the file in main cloud server gets deleted due 

to any reason, user can retrieve the lost file  from remote back-

up server with the help of Seed Block which is unique for each 

user.  
 

C) Analysis  

1) Analysis of AES Algorithm: 

 
Figure. 2. Sign up with and without verification link  

Sr. No. Approach Advantages Disadvantages 

1 PCS  Privacy. 

 Economical Implementation  

 Complexity is high. 

 

2 HSDRT  Used for Movable client’s like’s 

laptop, smart phone. 

 Increase redundancy 

 Costly 

3 Linux Box  Economical Implementation.  

 Simple. 

 Complete server Backup at a time  

 Higher bandwidth required.  

4 ERGOT  Privacy.  Implementation complexity.  
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Figure 2 shows that the sign up time with and without 

verification link to the signing up user in the system.  

 
Figure.3. Processing time of 2MB  file with and without 

encryption 

 

Figure 3 shows that the processing time of the system with and 

without encryption process by using AES algorithm. Here we 

analyzed the processing time of 2 MB file with encryption and 

without encryption. 

 

V. CONCLUS ION 

 

We have reviewed detailed design concept of AES and SBA 

algorithms. Our implemented system helps users to collect 

their files from cloud server. This system creates backup of 

users data and it’s stored on main cloud server using SBA 

algorithm. Also user’s data should get encrypted using AES 

algorithm. At the time of users files get deleted then user 

easily restored their files from main cloud server. It should 

take minimum time for the recovery process. 
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